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Getting the right staff with the right
skills and experience is critical for
successful delivery of an effective
IT audit plan. With skilled staff in
high demand, training and
developing existing staff may

be an appropriate alternative

to recruitment and can help to
ensure that the right skills are In
place within your organization.

Detailed analysis
of results
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This can be achieved by encouraging IT and non-IT auditors to work more closely
together in the workplace. The survey illustrates that 60 percent of Internal Audit
engagement teams comprise a good mix of IT and non-IT auditors. While it is
important that IT auditors are incorporated in the main audit activity, it should not
be a one-way flow — IT auditors should be proactive in supporting their non-IT
colleagues too.

Security skills

As incidents of data loss increase, (see KPMG Data Loss Barometer reports) the
Head of Internal Audit should ensure that staff are appropriately skilled in data and
information security. But these skills, as figure 6 illustrates, are in high demand.
Knowledge of standard frameworks such as COBIT and applications such as ERP
systems also top the wish list of Heads of Internal Audit.

Figure 6: Skills most in demand
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Train or recruit?

That 55 percent of the Internal Audit functions surveyed chooses to recruit skilled
staff from outside the organization illustrates that appropriate skills are lacking
in-house. But, in today'’s climate, where budgets tend to be severely constrained,
recruitment is not always an option. As a consequence, there is a growing
tendency to train and develop existing staff.

Although training is high on the agenda for most organizations, hours devoted to
training are disappointingly low. The survey found that 29 percent of organizations
devote less than one week per year to training staff. Furthermore, as figure

7 illustrates, a large proportion of that training time is focused on achieving
certification rather than training to do the job.

Organizations should implement more
formal staff development plans to
identify skills gaps and future training
and development needs. This brings
the added benefits of improved staff
retention, reduced reliance on external
recruitment and increased staff
satisfaction.
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KPMG anticipates a rise in the use of
external advisors — notably for ad

hoc pieces of work — to help address

the skills gap. This approach can be risky,
but with careful management can be

a cost-effective way of accessing
specialist skills.

Figure 7: Training focus among surveyed organizations
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Outsourcing specialist work is another popular option for plugging the skills

gaps. Over 120 of the organizations surveyed say they use outsourcing to access
appropriate skills and resources. KPMG believes that this trend will accelerate in
the next 18 months due to rising skills shortages.

Qualifications and evaluation

Formal development of staff is important for most organizations with 57 percent
of respondents requiring IT Internal Audit staff to be CISA (Certified Information
Systems Auditor) certified. For 90 percent, professional development is managed
at individual and departmental level.

Worryingly, just 12 percent of organizations evaluate staff performance at the end
of each audit engagement and many (31 percent) conduct only annual evaluations.
KPMG believes that more regular staff performance reviews can help to identify
improvement opportunities, leading to a more effective audit process.
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Use of tools Oralai s

Audit departments
need to use automated
tools more widely.
KPMG believes that
the most technically
proficient staff can lead
the way in enhancing
the efficiency of the IT
Internal Audit process
through automati
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From planning to reporting, auditors rely increasingly on automated tools to
support the audit process. Tools are most commonly used for data analysis
purposes, as figure 8 illustrates.

Surprisingly, however, tools that could help focus audit activity and make better use
of IT audit resources are not commonly used in areas such as planning and risk and
controls analysis. And despite plenty of interest in continuous auditing software,
real development and rollout is lacking in many organizations.

Figure 8: Use of automated tools across the IT audit process
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Despite data analysis tools being most common, a breakdown of the types of
tools used to support IT auditors reveals that 33 percent of organizations do not
actually use data analysis or sampling tools (see figure 9). As these tools can help
to increase the reliability of audit conclusions, their absence could undermine the
impact of audit activity in some organizations.

Figure 9: Tools used for audit tests
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Readily-available tools such as Microsoft Excel® and Microsoft Access® are most
commonly used by IT Internal Audit staff (see figure 10). While they are easy to
understand and use, a drawback is that they do not deliver sophisticated data
analysis nor have the potential to improve audit quality and efficiency as more
dedicated analysis tools.

Figure 10: Data analysis tools used
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Reporting and Quality SR
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Who knows whether IT Internal Audit does good quality and
important work? It counts for little if it is not communicated
properly nor acted upon. By presenting findings to executive
level management, there can be improved understanding of
the issues that affect the business. Only then can you get
buy-in from the business, top-down support and enhanced
visibility for Internal Audit at management level.
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IT audit findings and recommendations in a formal report.

Of these, 80 percent have a standard report format which

Is intended to make content easier for recipients to digest.

Internal Audit is
often perceived
as a cost centre.
Publishing success
criteria is, KPMG
believes, an
effective way of
communicating to
management the
value that Internal
Audit delivers to
the organization.

Number of respondents

However, over 80 percent fail to include an executive summary that pulls together
the major findings and just six percent present their findings to executive level
management. Furthermore, in 55 percent of cases, management comments are
not incorporated into the report. This suggests that either the executive level does
not take Internal Audit seriously enough or that audit does not discuss its findings
before reporting. This has the potential to compromise the value of work performed
by Internal Audit and the function’s reputation within the wider organization.

On a more positive note, a significant percentage of organizations (72 percent)

do report their findings to the audit committee (see figure 11). External auditors,
however, only receive a copy of the report in 37 percent of cases, indicating a
serious disconnect between internal and external reporting. It can be argued that
the work of Internal Audit is irrelevant to external auditors yet opportunities could
be missed for external audit to build on or to make use of work carried out by their
internal counterparts.

Figure 11: Who gets an audit report?
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Follow-up activity

It is encouraging to find that 98 percent of organizations follow up on
recommendations made in the Internal Audit report. Typically the follow-up is
undertaken by the Internal Audit function itself (71 percent) but, in eight percent of
cases, the audited department takes on this responsibility. Internal Audit needs to
be reminded that follow-up is their ultimate responsibility and that ‘the buck’ should
not be passed.

Measuring quality

The quality of work performed by IT Internal Audit is measured by just over half
(56 percent) of the organizations surveyed. The remainder has no quality control
provisions in place and, in 41 percent of cases, undertakes only an informal
assessment or, worse, no assessment at all. Furthermore, feedback from
satisfaction surveys is given to only 44 percent of Internal Audit functions.

How then can such organizations be confident that the service they deliver to
clients is an acceptable quality?
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What next?

— —
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Taking the
following
actions could
make a big
difference to
your business:

IT Internal Audit should seek to get closer to the business and to IT decision-
makers. Professionals must demonstrate that business and technology risks
are equally understood.

In these turbulent times, the commercial and business landscape changes
constantly. Review audit plans on a rolling or quarterly basis to help your
business respond more rapidly to change and risk.

Implement standard risk and planning frameworks to focus the audit on
business and technological risk.

Align your IT audit to other governance activities to benefit from scale and
expertise.

Encourage IT auditors to engage in other value-adding activities within the
business without compromising their independence or the integrity of the
audit.

Ensure that audit plans are signed off at Audit Committee or Chief Audit
executive level and that the Head of Audit reports to the Board of the
Directors/Audit Committee.

Integrate IT auditors and non-IT auditors to facilitate cross-learning of
technical skills.

Increase training in specialist skill areas such as IT security.

Conduct end-of-engagement assessments to identify opportunities to
improve skills and the efficiency of the audit process.

Make better use of automated tools to handle volumes of data to enhance
the reliability of audit conclusions.

Make sure executive management reads the report and that comments are
incorporated to enhance the perceptions and value of Internal Audit within
the wider organization.

Measure the quality of work undertaken by IT Internal Audit and implement
satisfaction surveys. Communicate the results.
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Sector Highlights

Based on our
survey results
many industry
sectors had
particular
Issues,
Including:

Energy and utilities
e Skills shortages in security and standard frameworks
e Only half of respondents use satisfaction questionnaires

e There is increased use of audit tools to automate audits

Industrial
e Only nine percent of respondents conduct specific intrusion tests

e More that 20 percent fail to perform risk analysis

Consumer and distribution

e The Audit Committee approves the IT audit plan at just over half
of respondents

e ERP knowledge is lacking

Infrastructure, government and health
e |T audit expertise is lower than in other sectors
¢ QOrganizations outsource to get the skills they need

e Half the respondents align IT Internal Audit to other governance work

Banking and insurance

e 40 percent of banks lack deep technical knowledge and use external
resources for their IT audit

e [ ess than 20 percent of Internal Audit time is scheduled for IT audit

e Skills shortages in security and applications.
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KPMG is a global
network of professional
services firms delivering
audit, tax and advisory
services. We operate In
144 countries and have
137,000 people working
IN member firms around

the world.
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KPMG firms have undertaken wide-
ranging IT Internal Audit projects with
clients in diverse industries around the
world. We support our clients locally
and globally by making best use of our
firms professionals across EMA and
deliver co- and outsourcing as well as
specialist audit skills.

Our firms' professionals can develop
their skills and knowledge in KPMG's
worldwide Centers of Excellence for IT
Internal Audit. We continually build on
and incorporate our extensive first-hand
experience of IT Internal Audit practices
into our training and development
programs. \We gather information on
good industry practices and understand
the potential risks and opportunities
that go with the IT audit territory.
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KPMG's network of Internal Audit
and Risk & Control professionals
offer established methodologies and
forward thinking strategies, which are
designed to preserve and enhance
corporate value.
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